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Abstract 

Bluetooth is presently the object of 
much hype by the consortium of large 
corporate organizations. Bluetooth is 
developed for local small area networking. 
It is a technology for replacing the mess of 
wires that interconnect the electronic 
gadgets that are widely used.  More than a 
cable replacement technology, it is 
expected to make a huge impact in ad hoc 
networking domain. A number of questions 
remain unanswered regarding the 
practical utility of Bluetooth in large-scale 
ad hoc networks. In this paper, we discuss 
some of the issues involved in using the 
Bluetooth technology in large-scale 
distributed sensor networks. 

 
1. Introduction 
    Networking and computing technologies 
are becoming advanced enough to enable a 
wealth of diverse applications that will 
drastically change our everyday life. Sensor 
networks [1-9] are becoming a fairly hot 
area of research where the main focus is the 
development of networking technologies 
that support potentially thousands of sensors 
placed in a chosen environment. A number 
of applications exists for sensor networks. In 
the commercial sector, transportation and 
agriculture are sectors that will benefit 
greatly from increased surveillance. 
Personal and institutional security can also 
apply this research directly to their sectors 
of activity. Other possible applications exist 
in radiology, medicine, and manufacturing. 
Video-based sensor networks [10,11] can be 
used for a great number of applications that 

would undoubtedly revolutionize the way 
we go about our day-to-day life. 
    National defense relies on accurate 
Intelligence, Surveillance and 
Reconnaissance (ISR). Using a large number 
of small inexpensive sensors increases the 
dependability of ISR systems at a reasonable 
cost. Large numbers of redundant sensors 
decrease the       vulnerability of the system 
to failure. On the other hand, the ability to 
combine information becomes important. 
Otherwise, the network will not have 
sufficient bandwidth and human decision 
makers will not be able to make timely 
decisions.  
    Sharing information requires a suitable 
communication technology, which 
preferably should be wireless and nodes 
must be able to communicate in an ad hoc 
fashion and without the help of a 
background infrastructure. Moreover, the 
communication technology must be robust, 
scalable, and capable of efficiently using the 
limited energy of the autonomous devices. 
More recently, developments in the wireless 
technologies have enabled ‘anywhere, 
anytime access’  to information over wireless 
medium.  
     Bluetooth [12-37] is an emerging 
communication standard that provides ad 
hoc configuration of master/slave piconets 
including eight active units at most. It 
supports spontaneous connections between 
devices without requiring a priori 
knowledge of each other. Its normal 
transmission range is 10 meters and 
optionally it can be extended up to 100 
meters. A Bluetooth chip is designed to 
replace the cables by transmitting 
information normally carried by the cable at 
a special frequency to a receiver Bluetooth 



chip, which will then give the information 
received to a computer, phone or any other 
device. 
     Because the technology can be contained 
within a single CMOS [38] chip, it is ideal 
for inclusion in small mobile devices. For 
example, you can use a headset that is 
connected via Bluetooth to your mobile 
phone without having to physically connect 
the two or even without having to take your 
phone out of your briefcase, since the two 
do not have to see each other in order to 
connect (as with infrared connections). 
     Commercial Bluetooth solutions are 
available as fully self-contained transceiver 
modules and they are designed to be used as 
add-on peripherals. They feature an 
embedded CPU, different types of memory, 
as well as base band and radio circuits. The 
modules offer a generic Host Controller 
Interface to the lower layers of Bluetooth 
protocol stack while the higher layers of the 
protocol and applications must be 
implemented on the host system. In this 
work, we analyze the utility of Bluetooth in 
large-scale sensor networks.  
     The rest of the paper is organized as 
follows. Section 2 provides an overview of 
Bluetooth. We describe the issues with the 
Bluetooth technology in Section 3. Section 4 
proposes solutions to some of the issues. 
After discussing the viable alternatives in 
Section 5, we conclude in Section 6. 
                
2. Bluetooth Overview 
     The Bluetooth system operates in the 
worldwide unlicensed 2.4 GHz Industrial-
Scientific-Medical (ISM) frequency band 
[39]. To make the link robust to 
interference, it employs a Frequency 
Hopping technique, in which the carrier 
frequency is changed at every packet 
transmission. Two or more Bluetooth units 
sharing the same channel form a piconet. To 
regulate traffic on the channel, one of the 
participating devices becomes a “master”  of 
the piconet, while all other units become 
“slaves.”  With the current Bluetooth 
specification, up to seven slaves can actively 
communicate with one master. In order to 

extend the reach of these networks, several 
piconets can then be linked together in what 
are called scatternets. 
     The connection point between two 
piconets consists of a Bluetooth unit that is a 
member of both piconets. A Bluetooth unit 
can simultaneously be a slave in multiple 
piconets, but be a master in only one, and 
can transmit and receive in only one piconet 
at a time. So, participation in multiple 
piconets has to be on a time-division 
multiplex basis. The Bluetooth system 
provides full-duplex transmissions using a 
slotted time division scheme where each slot 
is 0.625ms long. Master-to-slave 
transmission always starts in an even-
numbered time slot, while slave-to-master 
transmission always starts in an odd-
numbered time slot. An even-numbered 
time-slot and its subsequent odd-numbered 
time-slot together are called a frame. There 
is no direct transmission between slaves in a 
Bluetooth piconet. Transmission is only 
between a master and a slave, and vice 
versa. 
     Each Bluetooth unit has a globally 
unique 48-bit address. This address is 
permanently assigned when the unit is 
manufactured. In addition to this, the master 
of a piconet assigns a local active member 
address to each active member of the 
piconet. The active member address is 3-bit 
long, dynamically assigned and reassigned, 
and is unique only within a single piconet. 
     In order to establish new connections the 
procedures namely inquiry and paging are 
used. The inquiry procedure enables a unit 
to discover the units that are in range, and 
their device addresses and clocks. With the 
paging procedure, an actual connection can 
be established. Only the Bluetooth device 
address is required to set up a connection. 
Knowledge about the clock will accelerate 
the setup procedure. A unit that establishes a 
connection will carry out a page procedure 
and will automatically become the master of 
the connection.  
     For the paging process, several paging 
schemes can be applied. There is one 
mandatory paging scheme that has to be 
supported by each Bluetooth device. This 



mandatory scheme is used when units meet 
for the first time. Two units, once connected 
using a mandatory paging/scanning scheme, 
may agree upon an optional paging/scanning 
scheme. 
     The default state of a Bluetooth unit is 
standby. In this state, the unit is in a low-
power mode, with all components but the 
internal clock shut off. In standby, there can 
be no connections open. While there is an 
active connection to a Bluetooth unit, it is 
said to be in connect state.  
     In connect state, Bluetooth knows four 
different power modes: active, sniff, hold, 
and park. In active mode, the Bluetooth unit 
actively participates on the channel. Data 
transmission can start almost 
instantaneously, but at the expense of 
increased power consumption compared to 
the remaining three modes. When low-
power operation is favored over short 
response times, units can make use of one of 
the three power saving modes sniff, hold, 
and park. All low-power modes reduce the 
duty cycle of different units within a 
piconet. In sniff mode, slave units listen in 
on the channel only at specific times agreed 
upon with the master. Hence, transmissions 
can only start at these times. The 
connections of a piconet can also be put on 
hold. In hold mode, every participant, 
including the master, can take some time off 
for sleeping. Prior to entering hold mode, 
master and slaves agree on a time when to 
return to active mode again.  
     The time off can also be used for 
conducting other business, such as attending 
other piconets, or scanning for other units. 
The park mode is a special mode for slaves 
that do not need to participate in a piconet, 
but nevertheless wants to remain connected 
in order to avoid going through the 
connection establishment procedure again. 
Parked slaves do not count as active piconet 
members. In addition to the eight active 
members there may be up to 255 slaves 
parked within a piconet. 
 

3. Bluetooth Issues 
     While there is no doubt that Bluetooth 
has many uses, connecting so many devices 
to phone systems and/or the Internet could 
pose serious problems of bandwidth and 
costs. Bluetooth works in the 2.4 GHz ISM 
radio band [39]. This band is unlicensed for 
private and already tends to be crowded. So, 
numerous Bluetooth devices might end-up 
experiencing serious interference problems. 
Also, the range and speed limitations might 
make it unsuitable for large-scale sensor 
networks. Bluetooth technology broadcasts 
data over nearly a 10 meter radius. The 
range can be extended to 100 meters but that 
requires high power devices. The throughput 
is 1 mbps but with the overhead it is around 
722 kbps only. 
 
3.1. Scalability Issues 
     The ability to link only the eight nodes of 
a piconet will in most cases be inadequate to 
set up densely connected sensor networks. 
Communication with more than eight nodes 
at the same time will require some sort of 
time multiplexing, where additional nodes 
have to be parked and unparked repeatedly. 
Setting up additional piconets instead will 
still require gateway nodes to alternate 
between their respective piconets, since 
Bluetooth supports a unit to be active in only 
one piconet at any given time.  
     Setting up additional piconets in the 
same area might also cause some 
interference. Since the piconets in an area do 
not coordinate their frequency hopping, the 
communications in different piconets might 
randomly collide on the same frequency. If 
there is a collision on a particular channel, 
those packets will be lost and should be re-
transmitted. So, the more the number of 
piconets in an area, the higher the possibility 
for collision and it causes more re-
transmissions which leads to a fall in the 
data rate.  
     In large-scale sensor networks, 
applications will most likely need slave-to-
slave communication whereas 
communication in piconets must always be 
conducted between the master and the slave. 



Two slaves must always involve the master 
node in order to communicate, thus 
increasing both traffic and energy 
consumption. Alternatively, one of the 
slaves could switch roles with the current 
master, or even set up an additional piconet 
altogether. Both solutions incur substantial 
communication and configuration overhead. 
 
3.2. Issues in Connection 
Establishment 
     The complexity of the connection 
establishment procedure stems from the fact 
that hosts use different hopping sequences 
before a connection is established.  The set-
up delay is also affected by the requirement 
of low-power consumption and the possible 
connections that hosts may already have. 
The delay introduced by the procedure may 
impose constraints on sensor networks. 

 
3.3. Increased Delay 
     As described in the previous section, 
inquiry procedure can be used to discover 
which other Bluetooth units are within the 
communication range. The Bluetooth 
inquiry model in general seems to be geared 
toward settings where a dedicated unit is 
responsible for discovering a set of other 
units, e.g. a laptop computer periodically 
scanning for periphery. Also, in the laptop 
setting described above, a delay of several 
seconds for connection establishment would 
be tolerable. However, in a large scale 
distributed sensor networks, we expect 
nodes to be mobile and two Bluetooth 
devices traveling at a moderate speed could 
already barley set up a connection before 
moving out of communication range again. 
The lengthy connection establishment 
effectively prevents the use of Bluetooth in 
fast-moving settings.  
 
3.4. Privacy Concerns 
     The inquiry message broadcast by an 
inquiring unit does not contain any 
information about the source. Instead, the 
inquired unit gives away information 
required for connection establishment, such 
as the unique device id, in the inquiry 

response. Thus the inquired unit must reveal 
information about itself without knowing 
who is inquiring. This inquiry scheme may 
become a privacy concern in the sensor 
networks.  
 
3.5. Power Consumption 
     Finally, because of power consumption, 
Bluetooth’s inquiry is probably less suited 
for low-power nodes that have to scan their 
surroundings frequently to discover new 
nodes or background services. Centralized 
control of the piconet as well as the 
asymmetric nature of inquiry and connection 
establishment puts the burden of expending 
power onto a single device. Low-power 
modes may help but they do not apply to 
every situation. 
     In their current state, many commercial 
Bluetooth modules do not offer the full 
functionality of the specification.  

 
4. Solutions 
     Some of the above mentioned limitations 
could be overcome. With Bluetooth 
Specification 2.0, a throughput of 10 mbps 
can be achieved. Also, for the interference 
problem, the frequency selection procedure 
can be modified to reduce the interference. 
The multiple piconets can coordinate among 
themselves to avoid this. The master of one 
piconet can get the set of frequencies used 
by the neighboring piconets and can select a 
non-overlapping sequence for its own 
piconet. There are some security issues 
involved with this solution but those can be 
resolved. Making the inquiring unit send its 
information in the inquiry request can solve 
the privacy problem involved in the inquiry 
procedure. 
 
5. Viable Alternatives 
     Both the popular IEEE 802.11[40] for 
Wireless Local Area Networks (WLAN) and 
its competitor, HiperLAN/2[41], offer ad 
hoc modes for peer-to-peer communication. 
Because 802.11 requires a dedicated access 
point for many features such as QoS or 
power saving, its ad hoc mode is very 
limited. In HiperLAN/2, mobile terminals 



take over the role of access points while 
being in ad hoc mode and thus can continue 
to support QoS and power saving. Since 
these technologies are mainly intended for 
scenarios where mobile clients communicate 
through base stations, their transmission 
power is considerably higher than that of 
Bluetooth (10-300 mW, compared to 1 mW 
in Bluetooth). Future WLAN devices that 
support Transmit Power Control (TPC) 
might be a suitable alternative.  

 
6. Conclusions 
     Originally intended as a cable-
replacement technology, Bluetooth modules 
built fully to specification will be well suited 
for scenarios where a powerful master 
device (say a laptop) connects seamlessly to 
a number of peripherals (e.g., a printer, 
keyboard, or mouse). With data rates up to 1 
Mbps, Bluetooth also offers more than 
enough bandwidth for simple sensor 
networks. However, scenarios involving a 
large number of identical low-power devices 
using ad hoc networking in a peer-to-peer 
fashion still face a number of obstacles 
when using Bluetooth as their 
communication technology. 
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